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1
Decision/action requested

It is proposed to approve the changes in clause 5.3 for inclusion in TR 33.811.
2
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3
Rationale

A Network Slice Subnet Template (NSST) may contain sensitive information (e.g topology) that may be valuable to an attacker and should therefore be confidentiality protected in at least transmission and storage. This is added to KI#3 “Protecting Network Slice Subnet Template”.

This contribution also makes a couple of editorial changes to the existing text in KI#3.  
4
Detailed proposal

*************** Start of Change 1 ****************
5.3
Key issue #3: Protecting Network Slice Subnet Template 
5.3.1
Key issue details

A Network Slice Subnet Template (NSST)[5] is used during on-boarding and creation of a slice instance. The template describes the structure (i.e. contained components and connectivity between them) and configuration of the network slice subnet, as well as network capability and other artifacts necessary to  provision an instance based on the template [3]. To detect a tampered template which could create a compromised NSI, the integrity of templates should be protected. The correctness and source of templates should also be verified.  
The confidentiality of an NSST should be protected to prevent attackers getting sensitive information such as topology and configuration about the running NSI.   
5.3.2
Security threats 

Attackers can tamper network slice subnet templates during on-boarding, transmission, and storage. Based on a tampered NSST, a slice instance may not be created correctly or successfully. 
Attackers can get sensitive information about NSIs if NSSTs can be read in cleartext during transmission and in storage. This sensitive information can later be used to attack a running NSI.
5.3.3
Potential security requirements

The network slice subnet template should be integrity protected 
The management system should verify the correctness and source of the network slice subnet template.
The network slice subnet template should be confidentiality protected during transmission and in storage.
*************** End of Change 1 ****************
